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In this document, the masculine form includes the feminine, neutral, and inclusive forms, and vice versa. The 
singular includes the plural and vice versa. 

 

Privacy Notice Candidates 

This document explains how and why Banco Santander International SA (the “Bank”) together with Santander 
Group processes your personal data, either provided by you or others, when considering your job application 
or taking steps, if your application is successful, prior to you commencing work with us. 
 
ABOUT PERSONAL DATA PROTECTION 

Banco Santander International SA (the “Bank”) is committed to protect the candidates’ personal data and 
applies the highest security standards, having implemented appropriate technical and organizational 
measures to guarantee an adequate security level, as well as to avoid data loss, misuse, alteration, 
unauthorized access or theft of the information and data facilitated. The Bank also guarantees that it 
complies with the duty of secrecy and confidentiality regarding personal data and all information provided 
by the Candidate (the “User”). 

1. Who is responsible for processing your data and what are his contact details? 

Banco Santander International SA based on Switzerland is the responsible for processing your data. 

Adress: 5-7, rue Ami-Lévrier – Case Postale 1256, 1211 Geneva, Switzerland. 

Data Protection Officer (DPO) contact: privacy@pbs-santander.com 

2. Types of data 

We process the following data: 

• Identification and contact data as name, surname, country, email or any other information that the 
User chooses to provide such as address, telephone number. 

• Academic and professional data that you provide us in your CV. 
• Employment certificates. 
• Reference letters. 
• Qualifications and certifications information. 
• The correspondence between you and the Bank Human Resources. 
• Interview related information. 
• Information for checking your backgrounds. 
• Information for onboarding (eg: bank account, social security number, pension fund number, etc). 

2.1. Origin of the data 

The data will be communicated directly by the User, by related person(s) (e.g: recruitment agencies, former 
employers, academic entities, etc), by publicly available sources and/or by third parties who carry out pre-
employment checks on prospective employees. Additional data may be created by the Bank, such as in comments 
and feedback, the outcome of tests or by taking notes of your interviews during selection process. 
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2.2. Purpose of the treatment 

• The data provided by the User will be processed for the following purposes: 

o Invite, where appropriate, the interested User to participate in a selection process for a 
specific offer and / or future offers. 

o Managing and evaluating the User's application for a specific offer selected by him from 
among the existing job opportunities at the Bank and, in this context, being able to contact 
him to arrange an interview. 

o To assess whether the candidate’s application meets the requirements of the offer that has 
been selected, the Bank may use an artificial intelligence system in an automated way, 
using a specific logic and considering the requirements of the offer, the characteristics and 
information included in the CV and in the rest of the curricular information and skills 
facilitated by the candidate. 
Always with candidate´s consent, the Bank may use a similar artificial intelligence system 
to associate the professional and academic capacities of the candidate with other job 
opportunities within Santander Group and thus be able to invite him to participate in other 
selection processes that may be of interest. 
The Bank submits these systems to periodic reviews to avoid any possible mismatch, error 
or imprecision in their operation. Notwithstanding the foregoing, if the candidate does not 
agree with the result of the evaluation, he may challenge the decision by providing the 
information he considers, as well as request the personal intervention of one member of 
our selection teams. 
The Bank guarantees that the rest of the selection process will be carried out with human 
intervention and no automated decision will be made. 

o Verification of the candidate's criminal record. 
o Verification if the candidate is a Politically Exposed Person (PEP) or is included on any 

sanction, watch or blacklists. 

2.3. Legal basis of the treatment 

• The treatment is necessary for the execution of a contract in which the User is interested or for the 
application at his request of pre-contractual measures. 

• Legal obligation or defense of legal claims. 
 

3. How long will we keep your data? 

We will retain your data for as long as necessary to fulfil the purpose for which it was collected or to comply 
with legal, regulatory or internal policy requirements, whichever period is longer. As a rule, data relating to 
unsuccessful candidates is kept for 18 months from the date of our last communication with you. If your 
application is successful, your personal data will be subject to the employee privacy notice that will be 
provided to you upon your employee onboarding.  

Your personal data is being retained for the above-mentioned period: 

• so it can be showed, in the event of a legal claim, that there was no discrimination against 
candidates and that the recruitment process has been conducted in a fair and transparent way  

• in case a similar role becomes vacant for which you will be a fitting candidate. 
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After those periods the User data will be deleted. 

4. Data communications 

4.1. Are we going to communicate your data to third parties? 

If the User fits the position and under his consent their personal data may be communicated to Banco 
Santander SA (Madrid, Spain), and / or Banco Santander International (Miami, USA). Both entities will retain 
also your personal data for a period of 18 months for legal claims and to consider the User for future similar 
positions. 

Inside the Santander Group 

• We may share your personal data with other Santander Group members for our general business 
and workforce management purposes, for line management, authorizations/approvals with 
relevant decision makers, Group reporting and where systems and services are provided on a shared 
basis. 

• Access to your personal data by members of the Santander Group is limited and granted only on a 
need-to-know basis. 

• Where any member of Santander Group processes your personal data on another Santander Group 
member’s behalf (as a processor), this will be done in accordance with data protection laws. 

Outside the Santander Group 

From time to time, we may ask third parties to carry out certain business functions and provide services to 
us, such as the administration of our recruitment process and IT support. These third parties will process your 
personal data on our behalf (as our processor). We will disclose your personal data to these parties, only 
where necessary, so that they can perform those functions and provide the services. Before we disclose your 
personal data to third parties, we will make sure that they process your personal data in accordance with 
data protection laws. 

In certain circumstances, we will also disclose your personal data to third parties who will receive it as 
controllers of your personal data in their own right (e.g: if we buy, sell or otherwise transfer our business, re-
organization or service arrangement we may disclose or transfer your personal data to the prospective seller, 
buyer or transferee and their advisors; and if we need to disclose your personal data to comply with a legal 
obligation, to enforce a contract or to protect the rights, property or safety of our employees, customers, or 
others. 

If we need to disclose your personal data to a supplier providing services to us, who acts as a controller? 

List of the categories of recipients with whom we may share (receive and disclose) your personal data, where 
it is necessary to do so: 

• Government bodies; 

• Organisations providing goods and/or services on our behalf, including third party contractors. These may 

include organisations providing back-up storage services and other IT services. 
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• Our Auditors; 

• Medical practitioners, including occupational health advisors; 

• Other members of the Santander Group; 

• Services for Criminal Records Checks; 

• Your former employer(s) and/or referees. 

International transfers  

We may transfer your personal data to countries located outside of Switzerland, Bahamas, UAE and the 
European Economic Area (the EEA). This may happen when our servers, suppliers, and/or service providers 
are based outside of Switzerland or EEA. We may transfer your information where we have a lawful basis for 
doing so (e.g., where it is necessary to perform our contract with you, or where we have a legitimate interest). 
The data protection laws, and other laws of these countries may not be equivalent to those that apply within 
Switzerland and EEA. In these instances, we will take steps to ensure that appropriate safeguards are in place 
to protect your personal data, and that your privacy and confidentiality rights are protected and respected.  

Where we transfer your personal data to other countries, we do so based on:  

• European Commission's adequacy decisions;  

• EU Commission adopted Standard Contractual Clauses; or  

• Other valid transfer mechanisms  

At all times we will comply with our obligations under applicable data protection laws. 

5. What are your rights? 

The User may exercise, if he wishes, the rights to be informed, access, rectification, erasure/to be forgotten, 
to restrict processing, data portability, to object and rights in relation to automated decision making and 
profiling of his data by sending a written communication to the following address privacy@pbs-
santander.com or by post to Human Resources - 5-7, rue Ami-Lévrier - Case Postale 1256, 1211 Geneva, 
Switzerland 

In general, the user will be able to consult all the questions related to the processing of their personal data, 
to the Bank's Data Protection Officer by sending an email to privacy@pbs-santander.com 
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